Meeting ISO 18788 Criteria
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More and more security companies are getting certified in the new ISO 18788 standard that was published in 2015. This new standard gives a framework for companies to better manage their operations.

What is the ISO 18788 standard and why was it developed?

The International Organization for Standardization (ISO) has adopted a quality management system for private security companies and named it ISO 18788:2015. But the standard did not just come out of nowhere, it had a history. During the last fifteen years there were many serious incidentes with human rights violations by private security companies (PSCs) in Iraq and in Afganistan. The Department of Defense (DoD) and the Department of State (DoS) realized that they had to reduce risks associated with private security contractor’s actions, as they directly affected the image of the United States in the Middle East. 

The DoD looked to the American Society of Industrial Security (ASIS) to develop a standard for private security companies. But ASIS having the expertise in private security, but not the experience in forming standards, turned to American National Standards Institute (ANSI). The ANSI, having been in the business of forming consensus standards since 1918, started to work the problem. Together, ANSI and ASIS layed the ground work for generating operational standards for security companies operating in areas of armed conflict. In 2012, ANSI-ASIS jointly published the private security company standard, “ANSI/ASIS PSC.1” for quality management of private security companies.

How did the PSC.1 standard evolve into the 18788 standard?

Well the purpose of ISO 18788 was to create a better ANSI/ASIS PSC.1 standard. One way to look at this new international standard is to see it as an ISO 9001 (Quality Management System) specific to and for private security companies. The new standard gives a framework and guidance for a company to be more conscious of the processes it creates for the services they are offering. The ISO transposed the concepts of the PSC.1 standard into the ISO format. If you’ve seen a few of the ISO standards, say for example, ISO 9001:2015 (Quality Management System), ISO 14001:2004 (Environmental Management System), ISO 22301:2012 (Business Continuity Management System), and the recently adopted ISO 45001:2018 (Occupational Health and Safety Management System), they all have a standardized format. For example, all have Section 1 (Scope), Section 2 (Normative references), Section 3 (Terms and definitions), Section 4 (Context of the organization), Section 5 (Leadership), and so on. What ISO did with the PSC.1 was basically “map” it into the ISO format, just as it did with the British Occupational Health and Safety Standard, OHSAS 18001:2007, that became the new ISO 45001:2018 standard this year.

What are the industry “drivers” or market forces for ISO 18788?

The motivations for companies to get certified on the standard are very clear in the industry. For a private security company to operate around and about the DoD in conflict areas, they have to conform to certain norms and standards. PCSs have to understand their legal and operational limits regarding the use of force and human rights. As contractors fo the DoD and/or DoS, their actions have secondary effects, especially in the area of managing foreign policy. The security management standard, once granted to the PCS, says that the PCS understands what the rules and regulations are, and if they are not in conformity, they will be reprimanded or even replaced. Again, the standard helps the private security companies to better know their own operations, and in doing so, better their quality of services.

When I think of the word “replaced” I think of replacing one “bolt” that conformes to ANSI/ASME (American Society of Mechanical Engineers) standard with another “bolt” that is also in conformity with ANSI/ASME. You can replace one component with the same dimensiones, quality of manufacture and material without compromising continuity of operation. This concept is known as interoperability.

In the realm of “interoperability”, if one component of the machine fails, then we can replace it with another component of exactly the same characteristics and quality.  Interoperability is defined as characteristic of a product or system, whose interfaces are completely understood, to work with other products or systems, in either implementation or access, without any restrictions. So, a company that is certified by this new security standard, ISO 18788, can be easily replaced, “hot-swapped”, for another PSC with that standard in theory. 

If we look at the continuity of a business model, having contingency plans are always necessary for the client to have a steady supply of services (in this case, private security services) without interruption. In fact, there exists an international standard for business continuity, ISO 22301, business continuity management (BCM). 

Now the difference in perspective depends on if you are the supplier (PSC) or the consumer of that product or service (DoS / DoD). If you are the supplier, the PSC, then you want to distinguish your company from the rest of the companies bidding for that lucrative government contract. Some of these private security contracts are in the tens of milliones of dollars, so the competition is steep, and are usually for the larger and more established security companies. If you are on the otherside of the equation, the consumer, say DoS or the DoD, then you want reliability, consistency, and uninterrupted security service.

Just as you go to a McDonalds in any part of the world, you ask for a hamburger, and you expect to get a hamburger as your remembered it from the first time, right? You, the consumer, want what you had before because you had a positive experience with it. Same for governmental agencies, when they have a positive experience with your company, they are more willing to have that positive experience again. So, do a good job so that your company will be more likely to be awarded the next round of government security bids.

Is ISO 18788 applicable to my security company?

If you are operating a private security company, or even a public security company or institution (such as a municipal police department), having a quality management system is always a useful tool. The idea really is similar to looking at yourself before you go out that door to sell. Did you comb your hair, did you shave, are your shoes polished? Take a good look in that mirror and smile! Same is true for a private or public company, they have a product or service, and before it goes “out the door” it should be inspected. That way we reduce the number of “returns” on the product or service. The essential concept here is quality management.

A security company operating in conflict zones around the world, will have to do the same thing. There is an internal audit process first, then when certain subcomponents of the product or service are not in conformity, they can be corrected before they go out into the market place. At a certain point of time, the company to be in “conformity” and that this state of conformity is recognized by a third party, it may choose to be certified.

A company certifying to an ISO 9001 standard shows by doing so that it conforms to a quality management system (QMS). That, in and of itself, that certification, places a company in a more competitive position in the market place. But all companies are not the same, a security company operating in a complex environment where they have to seriously consider issues of use of force and its impacts on human rights should certify with the ISO 18788 standard. Think of the ISO 18788 as an ISO 9001, but with an enfasis on use of force issues and human rights.

What if my company is not in a complex environment where your employees have to deal with use of force issues and human rights issues? We have all heard the say, “An ounce of prevention, is worth more than a pound of cure.”? Having a better understanding of use of force and human rights is just a good thing, but a very realistic concept everywhere a security company might operate. Even in a theme park for children, you still might have to detain an irrate adult, even in a normally safe and sane environment a security officer might have to apply some level of force. In the very process of detaining a person (“use of force”), that security officer will still have to take into consideration that person’s human rights. For example, from the Universal Declaration of Human Rights, established in 1948, a security officer has to consider principally serveral  relevant articles (3, 5 and 9) of that declaration: A
r
t
i
c
l
e
 
3
. “E
v
e
r
y
o
n
e
 
h
a
s
 
t
h
e
 
r
i
g
h
t
 
t
o
 
l
i
f
e
,
 
l
i
b
e
r
t
y
 
a
n
d
 
s
e
c
u
r
i
t
y
 
o
f
 
p
e
r
s
o
n
.
”, A
r
t
i
c
l
e
 
5
.  “N
o
 
o
n
e
 
s
h
a
l
l
 
b
e
 
s
u
b
j
e
c
t
e
d
 
t
o
 
t
o
r
t
u
r
e
 
o
r
 
t
o
 
c
r
u
e
l
,
 
i
n
h
u
m
a
n
 
o
r
 
d
e
g
r
a
d
i
n
g
 
t
r
e
a
t
m
e
n
t
 
o
r
 
p
u
n
i
s
h
m
e
n
t
.”, and
 A
r
t
i
c
l
e
 
9
. “N
o
 
o
n
e
 
s
h
a
l
l
 
b
e
 
s
u
b
j
e
c
t
e
d
 
t
o
 
a
r
b
i
t
r
a
r
y
 
a
r
r
e
s
t
,
 
d
e
t
e
n
t
i
o
n
 
o
r
 
e
x
i
l
e
.
”

How do PSCs establish conformity to ISO 18788?

Conformity to the standard leads to certification. Certification in an ISO standard adds credibility by demonstrating that your product or service meets the expectations of your customers. For some industries, certification is a legal or contractual requirement. This is usually the case for companies working with the DoS or DoD overseas and also for companies in similar circumstances in the United Kingdom and their respective department of defense and department of state.

The first step in getting certified is to define what is it that you are going to certify. You have to define what part of the operation of this company will be subject to evaluation and auditing. This is the concept of “scope” of the certification. That will help the company and the internal and external auditors to delineate the boundaries, geographic or otherwise, the business line and business function. Think of it as the legal equivalent of “jurisdiction”, where does the standard apply?

The next step would be to conduct internal audits of the company with respect to the scope and generate a “gap-analysis” of where they are falling short of conforming to the standard. Sometimes it is necessary to get a competent consultant familiar with the standard to get an “outsider’s opinion” on the state of operations.

Third step will be to shop around for a Certification Body (CB) or a Registrar that can certify your company to the ISO 18788 standard. A CB or company, often called a registrar, is an impartial third-party organization responsible for auditing your management system against the applicable standard(s). There are many certification companies in existence. You will have to shop around.

Once you have confidence that your company conforms to the 18788 standard, have that CB or Registrar you chose, come in and do a pre-assessment of your internal audit. Most likely in that “pre-assessment” or that first “external” audit, the CB or Registrar will discover some nonconformities in the security operation. Again these “nonconformities” are the “gaps” that need to be corrected before your management system can be in conformity to the standard.

How do PSCs obtain the ISO 18788 certification?

Certification to a standard in a “nutshell” is this; the standard has these three components, A, B, and C. Our company conforms to the components A, B, C, and here is our evidence to that fact. An outside entity, the external auditor, reviews that evidence and gives testimony to the fact that your company conforms to A, B, and C. And they issue you a certificate.

Remember ISO 18788:2015 is a “norm” or standard defined by the International Organization for Standardization (ISO). The ISO, with headquarters in Geneva, Switzerland, does not certify companys or organizations on security standards or any standards for that matter. ISO is an entity that only defines what the components are for a certain norm or standard. ISO leaves the actual task of certification to other entities known as Certification Bodies (CBs).

Certification usually comes after a lengthy and detailed audit process by an impartial third party. These third party audits are conducted by external auditors familiar with the security standard. These auditors that work directly or indirectly for Certification Bodies (CBs) or Registrars are the final people that sign-off on the recommendation for certification.  Those auditors then pass their reports or evidence to the CBs. The CBs are the final issuers of the standard.

The publisher of the standard, International Organization for Standardization, ISO, do not require any CB for ISO standards to be connected to an “accredited” company. However, the ISO does require a CB to use the services of auditors and to operate with due diligence in their audit and certification procedures. It is entirely a matter of personal choice as to whether a company chooses an independent or accredited member, most companies are led by their own client’s preference. Guidelines for CBs can be found under ISO/CASCO, (ISOs policy development committee on conformity assessment).

The exact process of auditing, its defintions and methods, can be found in the standard ISO 19011:2011 “Guidelines for Auditing Management Systems”. It is a good idea to get familiar with these auditing standards, not only to familiarize your company with the process, but also to get your internal auditors in sychronization with the external auditors authorized by the CBs. So when the time comes for an external audit, the process can move along harmoniously. 

Again, the certification process can be broken down into these following steps: 1. Familiarze yourself with the standard. Get your company to understand its own processes, get them to understand the Plan-Do-Check-Act cycle of quality management. Does management and operations understand those processes with respect to the use of force and human rights? 2. Conduct internal audits against the ISO 18788 standard. This is the “self-assessment” phase.  Identify the “gaps” or nonconformities and correct them. 3. Select a Certification Body that has auditors experienced in security. Set up an initial external audit of your management system to get a better idea of where you are from an outsider’s point of view. Those external auditors should help you identify those nonconformities (that is your “gap analysis”) and make recommendations to correct those short comings. This is your “pre-assessment” phase. 4. When you feel that your company is ready and you believe that it is in conformity to the standard, coordinate with that certification body for an external audit. This is your conformity assessment by an external, impartial third-party. This is your “final assessment” for certification. 5. At this point your company should have identified and corrected all nonconformities, and once the certification body is satisfied that all documents have been reviewed and all nonconformities have been corrected, that certification body should issue your certification to that standard.

In conclusion, remember that this certification process to reach a state of conformity to a standard will take time. The larger the company or more expansive the scope to evaluate conformity, the more time it will take to document the conformity to the new standard. Many factors are involved and your first step in moving that process along is understanding the definitions related to that process. Certification in ISO 18788:2015 for your company is a definite selling point for your clients, and definitely places you in a more competitive position in the market.

Erik D. Erikson is published author in several areas, also on security standards. He is businessman with more than 20 years experience, and with 15 years in the security training and consulting. Mr. Erikson has several certifications in physical security,  electronic security and is certified nationally and internationally as an instructor. He is also holds black belts in various martial arts.

For more information on the security standards, go to American Global Standards, LLC, Montecito, California. http://www.americanglobal.org

